[Ipunoxenue 1.
ITamaTKa A1 O0y4Yaomuxcsa 00 HHPOPMAITMOHHON 0€30IIaCHOCTHU AeTeH

HEJIb34d

1. Bcem moaps coobmmaTh cBOK0 YacTHYI0 WH@opManuio (Hactoslue uMs, GaMuIno,
TesieOH, azpec, HOMEP IIIKOJIbI, a TakKe ¢GoTorpaduu CBOU, CBOEH CEMbU U py3€eH);

2. OTKprBaTb BJIOXKE€HHbIE (baﬁ)'[bl BHeKTpOHHOfI II04YThI, KOrga He€ 3Haellb
OTIIpAaBUTEJIA,

3. FPY6HTB, nIpuaAnNpPaTbCA, OKa3bIBaTb JaBJICHHE - BECTH cebs1 HEBEXKJIMBO U arpeCCuBHO,

4. He pacmnopszkaiicss eHbraMu TBOel ceMbU 0e3 paspellleHus CTapIIuX - BCEr/a
CIIpaIIuBail poiuTesien;

5. He Bcrpeuaiics ¢ VHTepHET-3HAKOMBIMU B PEAJIbHOU JKU3HU - IIOCOBETYMCA CO
B3POCJIBIM, KOTOPOMY /I0BEpSI€IIb.

OCTOPOZKHO

1. He Bce nmumyt npaBay. Ynutaemb o cebe HenpaBay B MHTepHeETe - cO0OIH 00 3TOM
CBOUIM POJTUTEJISIM WJIA OTIEKYHAM;

2. [TpurnamaroT nepenuchBaThCsl, UTPATh, 0OMEHUBATHCSA - IIPOBEPH, HET JIU IO/[BOXA;
3. HezakonHoe konupoBanue ¢aiyioB B IHTepHETE - BOPOBCTBO;
4. Becerna pacckaspiBaii B3pOcJIbIM O ITpobJieMax B CETH - OHU Bcer/ia IOMOTYT;

5. Wcnonp3yit HACTpOUKM 0€30IacHOCTH U IMPUBATHOCTU, YTOOBI HE IOTEPATH CBOU
aKKAYHTBI B COIICETSIX U APYTUX MOPTaIaX.

MOXKHO

1. YBakall Apyrux Noab30BaTesel;

2. [Tosp3yernibess THTEPHET-UCTOYHHUKOM - JIeJIall CCHIJIKY Ha HETO;
3. OTKpBIBa# TOJIBKO T€ CCHUIKH, B KOTOPHIX YBEPEH;

4. ObmaThes 32 TOMOIIBIO B3POCJIBIM - POAUTEIIH, ONEKYHbI U aIMUHUCTPAIUS CANTOB
BCer/ia IIOMOTyT;

5. Ilpoiimu oOyuenme Ha caiite "CeTeBHYOK' HW TOJYYH TMAcCIoOpT IHQPPOBOTO
rpakJaHuHal



[Ipunoxxenue N2 2

NudopmanmnoHHaA MaMATKA /1A O0YJaIOIIUXC /IS pa3MelleHUus Ha
opuIHaATIbHBIX HHTEPHET-pecypcax
C KaXJbIM T'OZIOM MOJIOJIEKH B HHTEPHETE CTAHOBUTCA OOJIbIIE, a IIKOJBHUKU OHH U3
caMbIX aKTHBHBIX I10JIb30Baresieil Pynera. Mexay TeM, IOMHMO OTPOMHOTO KOJIMYECTBa
BO3MOKHOCTEH, MHTEPDHET HeceT W IpobsieMbl. DTa IMaMsATKA J0J/DKHA IIOMOYb Tebe
0e30IMacHO HAaXOAUTHCA B CETH.

KoMmnbroTepHbIE€ BUPYCHI

KommnpioTepHBIII BUpPYyC - 3TO Pa3HOBUJHOCTh KOMIBIOTEPDHBIX IIPOTPaMM,
OTJINYUTETHLHON OCOOEHHOCTHIO KOTOPOU SIBJISIETCS CIIOCOOHOCTh K pa3MHOXKEHU0. B
JIONIOJIHEHUE K 3TOMY, BUPYCHl MOTYT HOBPEJUTh WU HOJHOCTBIO YHUUYTOXKUTH BCE
daiiel m AaHHBIE, TOAKOHTPOJIBHBIE IIOJIB30BATENIO, OT WMEHU KOTOpOro ObLia
3amyllleHa 3apakeHHasd MPOorpamMma, a TakKe MHOBPeJUTh WM JlaXKe YHUUYTOXKUTH
OIlEpallMOHHYI0 CHUCTeMy cO BceMH aillaMyu B 1ejJoM. B OOJIBIIMHCTBE CiIy4daeB
pacrnpocTpaHAITCA BUPYChl Yepe3 UHTEPHeT.

MeTo/1bI 3aIIUTHI OT BPEJOHOCHBIX IPOTPAMM:

1. Mcnosnp3yii coBpeMeHHbBIE ONEPAllIOHHbIE CHUCTEMbI, UMEIOIIE CEPhe3HBIH YPOBEHD
3aIUTHI OT BPEJOHOCHBIX ITPOTPAMM;

2. TlocrossHHO ycTaHaBaMBal mautu (I[U¢pOBbIE 3aIIaTKU, KOTOPblEe aBTOMATHYECKH
YCTAaHABJIUBAIOTCA C IEJbI0 JOPAa0OTKU IPOrpaMMBbI) W JIpyrhe OOHOBJIEHUs CBOEU
omepanuoHHOU cucteMbl. CKauyMBal UX TOJIBKO C OQUIIUAIBHOTO caiiTa pa3paboTynka
OC. Ecu cyiiecTByeT peskKuM aBTOMATHYECKOTO OOHOBJIEHU S, BKJIIOYH €T0;

3. Paboraii Ha cBoeM KOMIIbIOTepe I107] IpaBaMHU I10JIb30BaTesIsd, a He a/IMUHUCTPATOPA.
OTO HE MO3BOJIUT OOJIBIIIMHCTBY BPEOHOCHBIX MPOTPAMM MHCTAJLJIUPOBATHCS HA TBOEM
IIePCOHAJIBHOM KOMIIBIOTEPE;

4. Vlcniosnip3yii aHTUBUPYCHBIE IPOTPAMMHBIE IPOJIYKTHl U3BECTHBIX ITPONU3BOJIUTENEH, C
aBTOMAaTHYeCKUM OOHOBJIEHUEM 0a3;

5. Orpannub GU3UIECKUU JIOCTYN K KOMIIBIOTEPY /1J1 IOCTOPOHHUX JIUII;

6. Mcnosp3yil BHENTHUE HOCUTEIU UH(MOpMAIH, TaKue Kak (¢Jielika, JUCK Win (aili
U3 UHTEPHETA, TOJIbKO U3 IPOBEPEHHBIX HCTOUYHUKOB;

7. He oTKpBIBail KOMIBbIOTEpHBIE (hAMIbI, MOJIyYeHHbIE U3 HEHAJEKHbIX HCTOUYHUKOB.
JTaske Te aiiyipl, KOTOPbIE IPUC/IAT TBOM 3HAKOMBIH. JIydllle yTOUHU y HETO, OTIIPABJISLIT
JIV OH Tebe ux.

Ceru WI-FI

Wi-Fi - 510 He BUj Ilepefaum JAaHHBIX, HE TEXHOJIOTHS, a BCETO JIMIb OPEH/I, MapKa.
Eme B 1991 roay HujepsaHicKkas KOMIIaHUS 3apeructpupoBaia opera "WECA", urto
obosHauanmo cimoBocoueranue "Wireless Fidelity", xoropsiii mnepeBoguTcs Kak
"GecrpoBOTHAS TOYHOCTD .

Jlo Hailero BpeMeHHU JOlia Apyras abbpeBuaTypa, KOTOpas SIBJISIETCS TaKOH Ke
TexHosiorueii. Ato abbpeBuarypa "Wi-Fi". Takoe HazBaHue ObLIO JJaHO C HAMEKOM Ha



CTaH/ZIAPT BbICIIEN 3BYyKOBON TexHuku Hi-Fi, uTo B mepeBojie o3Hauaer "BBICOKAs
"
TOYHOCTH .

Jla, OecITaTHBIN WHTEPHET-ZIOCTYI B Kade, OTeIAX U a3POIOPTax ABJISAETCS OTIUIHOU
BO3MOXKHOCTBIO BBIXOZJa B UHTEepHeT. HO MHOrWMe 3KCOepThl CUYWUTAKOT, YTO
obmenocrymabie Wi-Fi cetu He sABIsAI0TCA 6€30IMaCHBIMH.

CoBeTbl 110 06€3011aCHOCTH PA0OTHI B OOIIEAOCTYIIHBIX ceTax Wi-fi:

1. He mepepaBaii cBowo JMUHYH HWHMoOpManuio depesd obmenoctymabie Wi-Fi ceTtu.
PaboTasi B HUX, KeJIaTeJIbHO He BBOJIUTH MAPOJIU OCTYIIa, JIOTHHBI U KaKHe-TO HOMepa;

2. Mcnosp3yit 1 0OHOBJISAN aHTUBUPYCHBIE IIPOrpaMMbI B Opanamayep. Tem caMmbIM ThbI
obe3omnacuIb ce0s OT 3aKaUYKH BUPyca Ha TBOE YCTPOMCTBO;

3. IIpu ucnonp3oBanum Wi-Fi otkimoun ¢yaknuio "Obmwuit goctyn k daiyaMm u
npuHTepam". JlaHHas GYHKIUA 3aKphiTa 10 YMOJTYaHHIO, OJHAKO HEKOTOPHIE
MI0JIb30BaTEIN aKTUBUPYIOT €€ 1 y/I00CTBa UCIIOIb30BAHUSA B paboTe Win yueoe;

4. He ucnonp3yit mybsmmunsiii WI-FI 11 mepemaun JTUYHBIX JAHHBIX, HAIIPUMED JJIA
BBIX0/1a B COLIMAJIbHBIE CETU UJIU B 3JIEKTPOHHYIO IIOUTY;

5. Ucnonb3yl Tospko 3amuineHHoe coeuHeHue yepe3 HTTPS, a ue HTTP, T.e. npu
Habope Beb-azpeca BBoaU UMeHHO "https://";

6. B wmobunbHOM TenedoHe otkmoun ¢yaknuoo [logkaouenue k- Wi-Fi
aBTomaTtuuecku'. He Jlomyckail aBTOMaTHYECKOTO IMOAKIIOUYEHUs YCTPOHUCTBA K CETAM
Wi-Fi 6e3 TBoero corsacusi.

ConunajibHBIE CETU

ConuasibHble CeTH aKTUBHO BXOJAT B HAIILy KU3Hb, MHOTHE JIIOJIU pabOTaOT U KUBYT
TaM IOCTOSHHO, a B Facebook y»ke 3aperucTpupoBaH MUJLIHAP/, YeI0BEK, UTO SABJISAETCS
OZTHOU CebMOM BceX JKHUTeJiell IUIaHeThbl. MHOrue moJb30BaTeJ i He MOHUMAKT, YTO
nHdopmanus, pas3MelleHHas WMH B COIMAJIBHBIX CETAX, MOXKET ObITh HaljeHa u
HCIIOJIb30BaHA KEM YTOHO, B TOM YHCJIE HEe 00513aTEIBHO ¢ OJ1arnMu HaMepeHUsIMU.

OcCHOBHBIE COBETHI 110 0€30IIaCHOCTH B COIINMAJIBHBIX CETAX:

1. OrpaHuYb CHOUCOK Jipy3edl. ¥ TeOs B APy3bsX He JODKHO OBITh CIIyYalHBIX U
HE3HAKOMBIX JIIO/IEN;

2. 3amuinai cBolo YacTHyIO Ku3Hb. He ykaspiBail maposu, TesaedoHbI, aapeca, AaTy
TBOEr0 POXKJEHUS U APYIyI0 JHUYHYI0 WHQOpMamuo. 3JIOyMBIIUIEHHUKA MOTYT
HCIIOJIH30BaTh Jlake WHGOPMAIIUIO O TOM, KaK Thl M TBOW POJUTENH IUIAHHUDPYeETe
MIPOBECTU KAHUKYJIbI;

3. 3amnuInai cBO PeIyTanulio - IEPKHU ee B YHCTOTe U 3a7[aBail cebe BOIPOC: XOTeJT ObI
TBI, UTOOBI APYTHE II0JIb30BATEIN BUJIEJIH, UTO THI 3arpykaemib? [logymai, mpexae 4eM
YTO-TO OIyOJIUKOBATh, HATIMCATh U 3aTPY3HUTh;

4. Ecsiu ThI TOBOpUIIB € JIIOJIbMU, KOTOPBIX He 3Haelllb, HE UCIIOJIb3yH CBOE peayibHOe
UM U JPYTYIO JTUUHYI0 HHQOPMALNU: UM, MECTO KUTEIbCTBA, MECTO yUeObl U ITpouee;

5. 1306erait pasmerenus pororpaduii B IHTEpHETE, I7ie Thl N300pakeH Ha MECTHOCTH,
110 KOTOPOU MOKHO OIIPE/IEIUTh TBOE MECTOI0JIOKEHUE;



6. HpI/I perucrpanu B COHHaJIbHOfI CeTu HeO6XOI[I/IMO HCITIOJIb30BAThb C/JIOKHBIE ITapOJIH,
COCTOAIIIME U3 6}7KB u IlI/I(l)p 1 C KOJIMYECTBOM 3HAKOB HE MEHEEe 8;

7. JIJ1 conuasibHON CETH, IMOYTHI M IPYTUX CANTOB HEOOXOIMMO HCIIOJIb30BaTh Pa3HbIE
maposin. Torga ecyiu Tebs B3JIOMAOT, TO 3JI0YMBINIIEHHUKH TOJIy4YaT JOCTYH TOJBKO K
OJTHOMY MECTY, a HE BO BCe cpaay.

AJIEeKTPOHHBIE JE€HbI'U

OIeKTPOHHBIE JIEHBIU - 5TO OUYE€Hb YZAOOHBIN CIOCO0 IjlaTexkeid, OJHAKO CYIIECTBYIOT
MOITIIEHHUKH, KOTOPBIE XOTAT MOJIYYUTh 3TH JEHBTH.

JJIEKTPOHHBIE JIEHBI'M MOSBUJINCH COBCEM HENABHO U MMEHHO HM3-3a 3TOTO BO MHOTHUX
rocy/IapcTBax JI0 CUX IIOP He IIPOITMCAHO PO HUX B 3aKOHAX.

B Poccun ke oHUM (YHKIMOHHPYIOT U O HHX YK€ IIPOIIMCAaHO B 3aKOHe, IJie UX
pas/iesII0T Ha HECKOJIPKO BU/IOB - aHOHUMHBIE U HE aHOHUMHBIE. Pa3HHIIa B TOM, 4TO
AHOHHUMHBIE - 9TO Te, B KOTOPBIX paspellaercs MIPOBOAUTH omepanuu 06e3
uaeHTUUKAIIUY T10JIb30BaTeNsA, a B HEAHOHUMHBIX HA€HTU(UKAIUSA I10JIb30BaTE IS
ABJIAETCS 00s13aTeIbHOM.

Takske ciiezyeT pa3jandarh 2JIEKTPOHHBbIE (pUaTHBIE JeHbr (PaBHBI TOCY/IApPCTBEHHBIM
BJIIOTaM) U 5JIEKTPOHHBIE HedHUATHbIE IeHbI'H (HEe PAaBHBI TOCYAAPCTBEHHBIM BATIOTaM).

OCHOBHBIE COBETHI 110 O€30MacHON paboTe ¢ 3JIEKTPOHHBIMH JIEHbIaMU:

1. [IpuBs:ku K cueTy MOOWIBbHBIN TesieOH. ITO caMbIil YAOOHBIM U OBICTPHINA CIIOCOO
BOCCTAaHOBHTH JIOCTYI K cueTy. [IpuBA3aHHBIN Tesie)OH TOMOXKET, ecyii 3a0y/elllb CBOH
IUIATEXKHBIN TApOJIb WX 3ak/Ielh Ha CAalT ¢ HE3HAKOMOTI'O YCTPOICTBA;

2. Mcnonp3y# ofiHOpa3oBhIe maposu. Ilocjie mepexosa HAa YCUJIEHHYI) aBTOPU3AIUIO
Tebe yke He Oy/IeT yrpoKaTh OMMACHOCTh KPAXKK WJIH IepexXBaTa IJIaTeKHOTO apoJIs;

3. Beibepu ciioxkHBIA maposib. IlpecTymHUKamM OyZeT He MPOCTO YraZaTh CJIOMKHBIHN
napoJsib. HajiexxHple maposiv - 3TO mapojid, KOTOpble cofiep:KaT He MeHee 8 3HAKOB U
BKJIIOYAIOT B ce0s CTPOUHBIE M IPOMUCHBIE OYKBBI, IUMPHI U HECKOJIHKO CHUMBOJIOB,
TaKMe KaK 3HaK /10ju1apa, GyHTa, BOCKJINIATEIbHBIN 3HaK U T.11. Hanmpumep, $tRong!;;

4. He BBOAM cBOU JIMUHBIE TaHHBIE HA CAWTaX, KOTOPHIM HE JJOBEPSIEIIb.
JJIeKTPOHHAasA MouTa

DJIEKTPOHHASA IOYTA - TO TEXHOJIOTHUS U MPEIOCTaBIsIEMbIE €0 YCIIYTH 10 MEPECHUTKE U
MOJIyYeHUIO0 3JIEKTPOHHBIX COOOIIEHUI, KOTOPhIE PacCHpeAessioTC B KOMIBIOTEPHOMN
cetu. OOBIUHO SJIEKTPOHHBIA IIOUTOBBIM SAIIUK BBIVIAAUT CJIEAYIOIAM 00pa3oM:
UMs_TI0JIb30BaTeNA(@UMA_JIoMeHa. Tak:ke KpoMe Iepe/ilauul MIPOCTOr0 TEKCTA, UMeeTCs
BO3MO>KHOCTH Ilepe/iaBaTh Ghailsbl.

OCHOBHBI€E COBETHI 110 O€30IMacHON paboTe C BJIEKTPOHHOU MOUTOMU:

1. Hazo BIOpaTh mMpaBUJIBHBINA ITOYTOBBIN cepBUC. B MHTEpHETE €CTh OTPOMHBIN BHIOOD
OecIIATHBIX MOYTOBBIX CEPBHCOB, OJIHAKO JIYYIIE JIOBEPATH TE€M, KOIO 3HAaelllb U KTO
MIepBBIN B PEUTUHTE;

2. He ykaspIiBaii B JINUHOU mouTe JMYHYI0 HHGopManuio. Hanpuwmep, jiydiiie BIOPaTh
"My3bIKaJIbHBIN__(paHaT@" wiu "pok2013" BMecTo "Temails’;



3. Mcrosp3yl IByXaTAITHYI0 aBTOPU3AIIHI0. DTO KOT/la IOMHMO IapoJisi Hy:KHO BBOJUTH
KO/I, IpHUChLIaeMblil 110 SMS;

4. Bpibepu CJIOKHBIN TapoJib. JIJIs KaKOTO ITOYTOBOTO SIHKA JOJKEH OBITh CBOU
HaJIe>KHBIW, YCTOMUMBBIN K B3JIOMY I1apOJib;

5. Ecsii ecTh BO3MOKHOCTh HAIIUCATh CAMOMY CBOU JIMYHBIA BOIPOC, HUCIIOJIB3YH 3TY
BO3MOXKHOCTB;

6. Vcrosnp3yil HECKOJIBKO IOYTOBBIX ANUKOB. llepBBIM 11 4acTHOU MEPEeNuCcKH C
azpecaTaMu, KOTOPBIM ThI JIOBEPSEIIb. ITO JIEKTPOHHBIN aJipec He HAJ[0 MUCII0JIb30BaTh
IIpU perucTpanuy Ha GpopyMax u caurax;

7. He oTkpbIBall ¢ailibl U Jpyrue BIOXKEHUs B MUCbMAaX, Ja’ke eCId OHU IPUIIUTH OT
TBOUX Jipy3ei. JIydlle yTOYHHU Y HUX, OTIIPABJISJIN JIU OHU Tebe 3Th (paiiisl;

8. Ilocsie okoHuaHus pabOTHI HAa IOUYTOBOM CEpBHICE Tepef] 3aKPBITUEM BKJIAJKU C
caiitoM He 3a0yZib HaOKaTh HA "BeriT".

Kuo6epOy/LTMHT WJIN BUPTYaJIbHOE U3/1€BATEIHCTBO

KubepOysutiHT - mpeciieZloBaHHE COOOIIEHUSAMH, COZEPKAIUMU OCKOpOJIeHu ,
arpecculo, 3alyrHBaHUe; XYJIUTAHCTBO; COIMAJIbHOe OOMKOTHpOBaHHE C IOMOIIBIO
Pa3IUYHBIX UHTEPHET-CEePBUCOB.

OcHOBHBIE COBETHI 110 OOpHOE ¢ KNOEPOYIIIIMHTOM:

1. He 6pocaiica B 60#i. Jlyumwuii ciocob: OCOBETOBATHCA KaK ceOs BECTU W, €CJIU HET
TOTO, K KOMY MOKHO 00paTUThCs, TO BHAYAJIE YCIIOKOUTHCS. ECIU ThI HAUHENIH OTBEYATD
0CKOpOJIEHUSAMU Ha OCKOPOJIEHNS, TO TOJIBKO ellle 60JIbllle Pa30KiKellb KOH(MJINKT;

2. Ypasiai cBoeli kubeppelyTaiuei;

3. AHOHHUMHOCTh B CE€TH MHHUMAas. CYH_IGCTBYIOT CITI0COOBI BbBIACHUTDH, KTO CTOHT 3a
AHOHHUMHBIM aKKayYHTOM;

4. He crouT BecTn XyMTraHCKUI 00pa3 BUPTyaIbHOH KU3HU. IHTepHET (pUKCUPYET BCe
TBOU JIEHICTBUSA U COXPAHAET UX. YIATUTh UX Oy/IeT KpaiiHe 3aTpy/IHUTEIHHO;

5. CobJtro/1ali CBOIO BUPTYaIbHYIO UECTh CMOJIOAY;

6. VrHopupyél eguHUYHBIA HeratuB. OJHOpPa30Bble OCKOPOUTEJBHBIE COOOIIEHUS
JIydllle UiTHOPUpoBaTh. OOBIYHO arpeccus IpeKpaliaeTcs Ha Ha4aJIbHOU CTa/IUH;

7. BaH arpeccopa. B mporpaMmmax oOMeHa MI'HOBEHHBIMH COOOIIEHUSMH, B COITHATbHBIX
CETSX €CTh BO3MOYKHOCTh OJIOKUPOBKH OTIIPABKU COOOIIEHHH € OITPe/IeJIEHHBIX aJ[PECOB;

8. Ecim TBI cBuzerenp KubepOysutmHra. TBOWM JeHICTBUsA: BBICTYIIUTh IPOTUB
npecjiefoBaTess, IIOKa3aThb €My, UTO €ro JIeHCTBUS OLIEHUBAIOTCS HEraTUBHO,
MO/IEPIKATH JKEPTBY, KOTOPOH HYKHA IICUXOJOTHUYECKASA IIOMOIIb, COOOIIUTH B3POCIBIM
0 aKTe arpecCuBHOIO IOBEJIEHUA B CETH.

MoowibHbIHN TeJiedOoH

CoBpemeHnHble cMapT¢GOHBl M IUIAHIIETHI COZEpPKAT B cebe BIIOJIHE B3POCJIBIN
dyHKIIMOHA, ¥ Temeph OHU MOTYT KOHKYPHUPOBAaTh CO  CTAI[MOHAPHBIMU



KOMIIBIOTEPpAMM. OI[HaKO, CPEACTB 3alllUThI AJIA HOI[O6HI>IX YCTpOﬁCTB IIOKa O4Y€Hb MaJIio.
TeCTI/IpOBaHI/Ie U IIOUCK y}ISBI/IMOCTeﬁ B HUX IIPOUCXOAUT HE€ TAaK MHTEHCHUBHO, KaK IJIA
HK, TO 7K€ caMOe€ KacaeTcss 1 MOOMIbHBIX HpHJIO}ICEHI/IfI.

COBpeMeHHbIe MOOUJIbHBIE 6pay3ep1;1 yVXKe IIPpaKTU4eCKH [JOrHa/ii HACTOJIbHbIE
AHaJIOTH, OJHAKO paCIIupEHUEe (I)YHKIII/IOHaIIa BJIEUET 3a cOOOH 6OJII)I.IIYIO CJIOKHOCTDb N
MEHBIIYIO 3alllUIINECHHOCTbD.

,Z[EUIGKO HE BCE IIPOU3BOJUTEIN BBIITYCKAIOT O6HOB.TI€HI/IH, 3aKpPbIBAalOII€ KPUTHUYECKHE
YA3BHUMOCTH JJIA CBOUX YCTpOfICTB.

OCHOBHBIE COBETHI JJLA 6e30I1acHOCTH MOOHJILHOTO TeJ'Ie(l)OHaZ

Hwuuero He sBJIsIeTCs MO-HacToAIEMY OecriaTHBIM. Byib ocToposkeH, BeZlb Korzia Tebe
IpeJiTaraloT OecIUIaTHBIA KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHWe-TO IIaTHbIE
yCIIyTH;

Hdymaii, npexie ueMm orupaButb SMS, ¢oto uinu Buzeo. Tl TOYHO 3Haellb, I7je OHU
OyAyT B KOHEUHOM UTOTE?

Heo6xoamMo 0OHOBJIATH OMEPAIMOHHYIO CUCTEMY TBOETO cMapTHOHA;
Vcnosnp3yit aHTUBUPYCHBIE ITPOTPAMMBI JJ1s1 MOOUJIbHBIX TeJ1e(OHOB,;

He 3arpyxaifi IpuaoKeHHUsI OT HEU3BECTHOTO MCTOYHUKA, BEJIb OHH MOTYT COZIEPKATh
BpeZIOHOCHOE IIPOrpaMMHOe obeclieueHue;

[Tocsie Toro Kak ThI BBIWENIb C CalTa, I/i€ BBOAWJI JIMYHYIO WH(MOpPMAIUIO, 3aU/IU B
HacTpoUKku 6pay3epa u yziaim cookies;

[Tepuonnyecku mpoBepsiii, Kakue IJIaTHbIE YCJIyTU aKTUBUPOBAaHbI HA TBOEM HOMEPE;

JlaBaii cBOM HOMepP MOOHMIBHOTO Tesie)OHA TOJIBKO JIIO/ISIM, KOTOPBIX ThI 3HAEITh U KOMY
Jl0Bepsellb;

Bluetooth gomkeH OBITH BBHIK/IIOUEH, KOT/[a ThI UM He IT0JIb3yelnbes. He 3a0bIBaii HHOT/AA
MIPOBEPATH 3TO.

Online urps1

CoBpeMeHHble OHJIAWH-UTPBl - 3TO KpacOuHble, 3aXBaThIBAIOIINE pPa3BJIeUYeHU,
00'beIMHAIONINE COTHH THICSTY YEJIOBEK 10 BceMy MUPY. VITPOKH HCCIIEAYIOT JaHHBIA UM
MHP, OOIIAIOTCA APYT C JIPYTOM, BBITIOJIHAIOT 3aJ]JaHUs, CPa’KAIOTCS C MOHCTPaAMHU U
MOJIy4alOT OMNBIT. 3a YZOBOJIBCTBUE OHU IUIATAT: IOKYHAKT [AUCK, OIUIAYUBAIOT
ab0OHEMEHT WU MIPUOOPEeTAIOT KaKUe-TO OMIIU Y.

Bce oTtu cpezcrtBa uAyT Ha NOAJep)KaHME M pa3BUTHE UTPHI, a TaKKe Ha caMy
06e30MacHOCTh: COBEPIIEHCTBYIOTCA CUCTEMbBI aBTOPU3AIHH, BBIIIYCKAIOTCA HOBbIE MTATYN
(rmudpoBble 3a1IaTKU A1 IPOTPaMM ), 3aKPbIBAIOTCS YA3BUMOCTU CEPBEPOB.

B HO]_IO6HBIX Urpax CTOUT OIlacaTbCA HE€ CTOJIBKO CBOHX COIIEPDHHKOB, CKOJIBKO KpaXXH
TBOETI0 I1ap0JId, Ha KOTOPOM OCHOBaHA CHCT€Mad aBTOpHU3allU OOJIBIIIMHCTBA urp.

OcCHOBHBIE COBETHI IO OE30ITaCHOCTH TBOETO HUI'POBOr'0O aKKayHTa:



1. Ecytm pyro#t urpok BezieT cebs1 II0X0 WU co3/1aeT Tebe HEMPUATHOCTH, 3a0JIOKUPYH
€ro B CIIMCKE UTPOKOB;

2. Iloxasnyiica agMUHHUCTpPATOPaM WIPhI HA IJIOXOE€ IIOBEJEHHE STOTO WIPOKA,
JKeJIaTeJIbHO MIPUJIOKUTh KaKHe-TO I0Ka3aTeJIbCTBa B BU/le CKPUHOB;

3. He ykassbiBaii tnuHyio nHpoOpMaIuo B npodaiisie Urpsl;
4. YBaxkail Ipyrux y9aCTHUKOB I10 UTPE;

5. He ycranaBiuBaii HeopuinaapHble IaTYU U MOJIBL;

6. crionp3yii cy10KHBIE U Pa3HBIE I1APOJIY;

7. Jla’ke BO BpeMs UTpPbl He CTOUT OTKJIIOYATh aHTUBUpPYC. IIoka Tl urpaemnp, TBOU
KOMIBIOTEP MOTYT 3aPa3UTh.

PUINHNHT WIH KpaixKa TUIYHDBIX TaHHbIX

OOBIYHOHN Kpakel JeHer W JOKYMEHTOB CETOJHS YK€ HHUKOTO HE YAUBHIINb, HO C
Pa3BUTHEM HWHTEPHET-TEXHOJIOTUU 3JI0YMBIIIJIEHHUKH TEPEMECTHINCh B UHTEDHET, U
MPO0JIKAIOT 3aHUMAThCA "TIOOMMBIM " Z1€JIOM.

Tak mosiBUJIach HOBasi yrpo3a: UHTEPHET-MOIIIEHHUYECTBA WJIU (DUIIMHT, TJIaBHAs I€JTb
KOTOPOTO COCTOUT B IIOJIyYeHHU KOHQMUAEHIIMATbHBIX JAaHHBIX IOJb30BaTEIEN -
JIOTUHOB U napoJieii. Ha anriniickom si3bike phishing unraercsa kak ¢ummuar (ot fishing
- ppIOHAs JI0BJIsA, password - mapoJIb).

OCHOBHBIE COBETHI 110 OOpPHOE ¢ PUIITHHTOM

1. Cnegu 3a cBOMM akKKayHTOM. Ecjim ThI IOA03peBaellb, UTO TBOsS aHKeTa ObLia
B3JIOMaHa, TO HEOOXOAUMO 3a0JI0KMPOBATh €€ U COOOIIHUTh aIMUHUCTPATOPaM pecypca
00 3TOM KaK MOXKHO CKOpeEe;

2. Hcrmosp3yhh Oe3omacHble BeO-CalThl, B TOM UHCJIE, HHTEPHET-Mara3uHOB U
IIOMCKOBBIX CHCTEM;

3. Mcnosnp3yii cokHble U pa3Hble naposu. TakuM obpasoM, ecyiu TeOs B3JIOMAIOT, TO
3JIOYMBINIJIEHHUKY TIOJIyUYaT JIOCTYI TOJIBKO K OTHOMY TBOEMY IPO(UIIIO B CETH, & HE KO
BCEM;

4. Eciin Te0s1 B3s1IOMasu, TO HeOOXOAUMO IIPEIyIIPEINTh BCEX CBOUX 3HAKOMBIX, KOTOPHIE
7100aBjIeHbI Y TEOS B JIPY3bsIX, O TOM, UTO TeDOsI B3JIOMaJIi W, BO3MOXKHO, OT TBOErO
UMeHU OyZleT pacchlIaThCs CIlaM M CChUTKHM Ha (DUIITMHTOBBIE CANTHI;

5. YcraHoBH HajiexkHbIN 11aposib (PIN) Ha MOOMIBHBIH TeledOH;
6. OTKJIIOUU coOXpaHeHUe mapoJis B Opaysepe;

7. He oTkpbIBail ¢ailnbl U Jpyrue BIOXKEHUS B MUCbMAaX, Ja)Ke eCId OHU IPUIIUIU OT
TBOUX Jipy3el. Jlydllle yTOUHU Y HUX, OTIIPABJISAJIN JIU OHU Tebe 3Tu (pailyibl.

HudposBasa permyranusa

[{udpoBas pernyraius - 3TO HeETATUBHAsA WJIHN IMO3UTUBHAas WH(oOpMaIys B ceTH o Tebe.
Kommpomerupytomas uHpoOpManus, pa3MellleHHas: B HHTEPHETE, MOXKET CePhE3HBIM



00pa3oM OTpa3UThCA Ha TBOEH peasbHOU ku3HU. "lludpoBas pemyranusa’ - 3TO TBOU
UMUK, KOTOPBIH hopMupyercs u3 nHbopMamuu o Tebe B HHTEPHETE.

TBoe MecTo JKUTeJNbCTBA, Y4eObl, TBoe (UHAHCOBOE IOJIOKEHHE, OCODEHHOCTU
XapakKTepa U paccKasbl 0 OJIU3KUX - BCe 3TO HAKAIUINBAETCA B CETH.

MHorue moAPOCTKHU JIETKOMBICJIEHHO OTHOCATCSA K ITyOJIUKAI[UK JIHYHOU HHGOPMAIIUH B
VIHTepHeTe, He IOHUMAs BO3MOKHBIX ITOC/IEZCTBUH. ThI ake HE CMOXKEIIb JI0TalaThCs
o ToM, uTo dororpadusi, pazMellleHHas 5 JIeT Ha3ajl, cTajia IPUUYUHON OTKa3a MPUHSATH
Tebs1 Ha paboTy.

KomMeHTapuu, pasmelneHrue TBOUX ¢oTorpaduili W JApyrue JIEHCTBUS MOTYT He
HMCUYE3HYTh Jla’Ke II0CJIe TOTO, KaK Thl MX yJaIdIlb. Thl He 3HAEIIb, KTO COXPAHUJI 3TY
nHpoOpManuioo, Ioajga JU OHA B IMOWCKOBBIE CHCTEMBI W COXpPaHWIACh JIA OHA, a
[JIaBHOE: YTO MOAYMAIOT O Tebe OKpy:KalolllHe JIIOHM, KOTOpble HAWAYyT U YBUAAT 3TO.
HatvitTi napOpManuo MHOTO JIET CIIyCTs CMOXKET JII000H - KaK U3 T0OPBIX MTOOYKIEHUH,
TaK ¥ C HaMepeHUeM PUUYNHUTH BPe. ITO MOKET OBITh KTO YTO/THO.

OcCHOBHBIE COBETHI 110 3aIIUTE ITUPPOBON pemyTaluu:

1. [Tomymaii, mpekze ueM 4To-TO IIyOJIMKOBATh U IepefaBaTh y ceOsa B Osiore wid B
COILIAJILHOM CETH;

2. B HacTpoiikax IpousA yCTAHOBU OTPAHUYEHHS HA IPOCMOTP TBOETO MPOQUIIS U €T0
COJIEP>KUMOTO, c/IeIail ero TOJIbKO "/Jis1 Apy3ei’”;

3. He pasmemiaii u He yka3biBail ”HGOPMAIIHIO, KOTOPAs MOKET KOr0-JIM00 OCKOPOJIATH
WJIN OOMIKaTh.

ABTOpCKOE 1IPAaBO

CoBpemMeHHble IIKOJIBHUKU - AKTUBHBIE II0JIb30BaTeNU LU(PPOBOTO IIPOCTPAHCTBA.
OpHako Jajeko He BCe 3HAIOT, UYTO II0JIb30BAHUE MHOTUMH BO3MOKHOCTAMU IIU(PPOBOTO
Mupa TpedyeT COOII0eHNS TPaB HA NHTEJUIEKTYAJIbHYIO COOCTBEHHOCTb.

TepMuH "UHTeJUIEKTyayJibHAas COOCTBEHHOCTH' OTHOCUTCA K PA3JIUYHBIM TBOPEHUIM
YeJIOBEYECKOTO yMa, HAYMHAS C HOBBIX M300peTEHWIl W 3HAKOB, 00O3HAYAIOIUX
COOCTBEHHOCTh Ha TPOAYKTHI U YCJIyTH, W 3aKaHYMBasg KHUTaMU, (doTorpadusmu,
KUHODUIbMaMU U My3bIKaJIbHBIMU IIPOU3BEIEHUSMU.

ABTOpCKUE IpaBa - 3TO IpaBa Ha MHTEJUIEKTYAJIbHYI0O COOCTBEHHOCTh Ha IIPOU3BEeHUA
HayKU, JIUTEPATypPhl U MCKycCTBa. ABTOPCKHME IIpaBa BHICTYIAIOT B KauecTBe rapaHTUU
TOTO, YTO UHTEJJIEKTYaIbHBINM/ TBOPUYECKHUH TPY/ aBTOpa He Oy/IeT HAalPACHBIM, JACT eMY
CIIpaBe/JIUBbIE BO3MOKHOCTU 3apaboTaTh HAa pe3ysIbTaTaX CBOErO TPYZAa, IOJIYIUThb
HU3BECTHOCTH U Npu3HaHue. HukTo 6e3 pa3pelnieHus aBTopa He MOXKeT BOCIIPOU3BOIUTD
ero IpousBefieHNe, PpacIpOCTPaHATh, IyOJIUYHO JIeMOHCTPUPOBATh, IIPOJIaBaTh,
UMIIOPTUPOBATh, IyCKAaTh B IPOKAT, IIyOJIMYHO UCIIOJHATH, ITOKA3bIBATh/UCIIOHATH B
adupe wim pa3MmeiaTts B HTepHeTe.

Hcnosb3oBaHue "MHUPATCKOTO" MIPOTPaMMHOIO obecrieueHUs1 MOKET NPHUBECTH K
MHOTHM PHCKaM: OT IIOT€PHU JAHHBIX K TBOUM aKKayHTaM /0 OJIOKUPOBKU TBOETO
YCTPOMCTBa, I7le yCTAaHOBJIEHA HeJlerasibHas mporpaMmma. He cTouT Takke 3a0bIBaTh, YTO
CYIIIECTBYIOT JieTaJIbHbIe U OecIIaTHbIE IPOrPaMMBbI, KOTOPbIE MOKHO HAWTU B CETU.



O moprane

CereBUUYOK.pd - TBOW IJIABHBIA COBETYHMK B CETU. 3JIECh THl MOXKEIb Y3HATh O
0e30IIaCHOCTH B CETH IOHATHBIM M JOCTYIIHBIM SI3bIKOM, a IIPU BO3HHUKHOBEHHU
KPUTUYECKON CHTyallud OOPaTUTHhCSA 3a COBETOM. A TakKe HPUHATH Yy4YacTHE B
KOHKYPCax U CTaTh CAMBIM IIU(PPOBBIM I'PAXXAAHUHOM!
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